§17.42

(f) Information may be requested pur-
suant to the employee consent ob-
tained under paragraph (e) of this sec-
tion only where:

(1) There are reasonable grounds to
believe, based on credible information,
that the employee or former employee
is, or may be, disclosing classified in-
formation in an unauthorized manner
to a foreign power or agent of a foreign
power;

(2) Information the Department
deems credible indicates the employee
or former employee has incurred exces-
sive indebtedness or has acquired a
level of affluence that cannot be ex-
plained by other information; or

(3) Circumstances indicate that the
employee or former employee had the
capability and opportunity to disclose
classified information that is known to
have been lost or compromised to a for-
eign power or an agent of a foreign
power.

§17.42 Positions
disclosure.

(a) The Assistant Attorney General
for Administration, in consultation
with the Counsel for Intelligence Pol-
icy, shall designate each employee, by
position or category where possible,
who has a regular need for access to
any of the categories of classified in-
formation described in section 1.3(a) of
Executive Order 12968.

(b) An employee may not hold a posi-
tion designated as requiring a regular
need for access to categories of classi-
fied information described in section
1.3(a) of Executive Order 12968 unless,
as a condition of access to such infor-
mation, the employee files with the De-
partment Security Officer:

(1) A financial disclosure form devel-
oped pursuant to section 1.3(c) of Exec-
utive Order 12968 as part of all back-
ground investigations or reinvestiga-
tions;

(2) The same financial disclosure
form, if selected by the Department Se-
curity Officer on a random basis; and

(3) Relevant information concerning
foreign travel, as determined by the
Department Security Officer.

requiring financial

§17.43 Reinvestigation requirements.

Employees who are eligible for access
to classified information shall be sub-
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ject to periodic reinvestigations and
may also be reinvestigated if, at any
time, there is reason to believe that
they may no longer meet the standards
for access.

§17.44 Access eligibility.

(a) Determinations of eligibility for
access to classified information are
separate from suitability determina-
tions with respect to the hiring or re-
tention of persons for employment by
the Department or any other personnel
actions.

(b) The number of employees eligible
for access to classified information
shall be kept to the minimum required
for the conduct of Department func-
tions.

(c) Eligibility for access to classified
information shall be limited to classi-
fication levels for which there is a need
for access. No person shall be granted
eligibility higher than his or her need.

§17.45 Need-to-know.

No person shall be granted access to
specific classified information unless
that person has an actual need-to-know
that classified information, pursuant
to section 2.5 of Executive Order 12968.

§17.46 Access by persons outside the
Executive Branch.

(a) Classified information shall not
be disseminated outside the Executive
Branch except under conditions that
ensure that the information will be
given protection equivalent to that af-
forded within the Executive Branch.

(b) Classified information originated
by or in the custody of the Department
may be made available to individuals
or agencies outside the Executive
Branch provided that such information
is necessary for performance of a func-
tion from which the Federal Govern-
ment will derive a benefit or advantage
and that the release is not prohibited
by the originating department or agen-
cy (or foreign government in the case
of Foreign Government Information).
Before such a release is made, the head
of the Office, Board, Division, or Bu-
reau making the release shall deter-
mine the propriety of such action, in
the interest of the national security,
and must approve the release. Prior to
the release, the Department Security
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